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The inquisitive minds
Anyone who regularly interacts with kids has
been there, the inquisitiveness, un-relenting
question after question, most of the time
it’s the same question, many times it’s each
sibling, one after the other – uncoordinated,
worded slightly differently but really asking
the same thing.
Sometimes if two adults aren’t in the same
room when the question is asked, two
different answers are given which then results
in a whole new set of questions.

Wouldn’t it be wonderful if someone wrote
a crib sheet, or better still an app with the
answers to the questions that are asked by
the little lovely ones? Just point them to page
17, question 3 and they can find the answer.
Sometimes I wish I started writing one a long
time ago, imagine the time and effort I would
have saved myself responding and then trying
to explain why the “different” answer I gave
was exactly the same as the previous one?
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The teenage years
Now anyone with teenagers would know,
they just don’t take your word for it. So even
if you pointed them to the crib sheet or app,
they would still think you didn’t have the
right answer and would instead go to their
most trusted YouTuber or other social media
celebrity, after all “what do we know, things
were so different in our day!”.
Now, if only I had my crib sheet endorsed
by said famous YouTuber or social media
celebrity, we would be living a very
comfortable life for generations to come.
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The endorsed manual
As a service organisation you may relate to
our little anecdote. Too many clients asking
for the same information, albeit in a slightly
different way. Many times they actually want
to verify the operation of the service as
described to them, sometimes by performing
intrusive audits.

Service Organisation Control (SOC) reports
are the benchmark for third party reports,
as they are independent and follow a formal
structure to allow comparisons between
organisations.

The same answers given time and time
again, and if you are unlucky, two different
people answering the question means slightly
different answers. Take cover, more questions
are heading your way now!
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The SOC report
Why does your organisation need to have a
SOC report?
Streamline the audit process
As a service organisation, you may receive a
range of requests from clients to provide
details of your internal policies and controls;
or may receive a number of individual
requests to audit your organisation. In either
case, if you are able to provide a single,
comprehensive control report to your clients
this will:
•

•

Reduce the time spent internally
assisting and responding to multiple
auditors requests; and
Provide an independent and standardised
report which can readily be provided to
assist clients and their auditors in forming
an opinion of your internal control
environment.

Regulatory necessity
Many organisations, particularly in the
financial services sector, are being put under
increasing scrutiny by their regulators to
evidence how they manage the risks and
controls relating to third party service
providers.

In our experience, a SOC report is becoming
one of the more requested documents in any
supplier due diligence process.
Competitive advantage
A SOC report details the “system” - a
definition of the services provided along with
policies, procedures and controls that you, as
a service organisation, have in place.
Firms with this form of independent
assurance over their systems, are increasingly
seen as having an advantage over their
competitors.
Indeed, it is increasingly required as a key
part of supplier selection processes.
Parent company requirement
An organisation may receive a requirement
from a parent company to provide a SOC
report as evidence that there is an
appropriate control environment in place.
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Making the right decision

For organisations seeking a controls report f
or the first time, here are some steps to
consider:
Identification
Organisations need to identify whether the
SSAE 18 or the ISAE 3402 is the appropriate
standard depending on their requirements.
Specification
Independent control reports are
commissioned for one overriding reason: to
meet the control assurance demands of your
most important clients.
The report will be a success if your clients are
happy to place their business with you
without requiring their own staff to perform a
separate audit of your controls and with few
ad-hoc requests for further control
information. This goal can be achieved by
correctly specifying the report scope before
it is produced.
For both SSAE 18 and ISAE 3402, identification
of the key controls is required.

A short exercise with major benefits, this
ensures the client gets what they need and
that you avoid unnecessary costs of reporting
on controls which are not required.
Xcina Consulting can work with you to
identify the key controls for which assurance
is needed.

SSAE 18
Statement on Standards
for Attestation
Engagements No. 18
issued by the American
Institute of Certified
Public Accountants
(AICPA)
ISAE 3402
International Standard for
Assurance Engagements
No. 3402, which is
the international
equivalent issued by the
International Auditing
and Assurance Standards
Board (IAASB)
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What are the weaknesses?
Proof read the crib sheet before and make
sure you’ve read it, tested its robustness and
made sure all the answers stack up.
Even worse than a badly specified control
report is one that identifies significant
failings. Before commissioning the controls
report, service organisations should undertake
a readiness assessment to identify areas
requiring remediation and give themselves
the opportunity to correct them.

Xcina Consulting can perform a review of your
current documentation and processes against
the control objectives you are looking to
address and report back where controls are
not ‘report ready’.
We keep the cost of the assessment down by
using a streamlined approach with reporting
focused only on the problem areas. Where we
are not providing the independent auditors
report to the final control report, Xcina
Consulting can provide direct support to
remedy those issues identified by the gap
analysis, with improved control design and
implementation.
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Investing your time
Report production
Whether it covers one control objective or
many, drafting the control report can be a
large investment of time. As a document
that will go to many of your clients, the
quality of presentation is a reflection on
your organisation.
In addition, outside of the control specific
content, there is scope to include
information on your organisation which
has a wider marketing value, such as a
commentary on your business culture and
ethics, or your strategy.

Xcina Consulting can work with you to
develop the full content as quickly and
efficiently as possible, using the lessons
learned and best practices from many
other organisations.
Whether you want us to review and
enhance your initial draft or delegate the
full drafting process to us, we will ensure
the final report is a positive reflection on
your organisation and ready for publication.
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Performance test
Audit
Common to both SSAE 18 and ISAE 3402 is
the requirement that the content be subject
to audit by an independent auditor (not
necessarily the external auditor). The
audit opinion confirms the content of the
report in relation to the controls reported
and, in the case of Type II reports, their
effectiveness as evidenced by testing.

Xcina Consulting can provide auditors to
perform all necessary testing and provide the
final audit opinion. Audit firms performing the
financial statement audit for a client often see
control reports as an opportunity to improve
their margins and charge a fee accordingly.
Xcina Consulting recognises that delivering a
control report audit is a specialist area, one
that requires experienced individuals who can
identify and focus on the requirements. As a
result we are able to charge a competitive
fee.
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Updating the manual
Every now and then, your crib sheet will need
to be updated, some new or unexpected
questions are asked, sometimes the answers
may need to change slightly.
Keep your SOC report up-to-date.
Most control reports are updated annually as
clients demand a current view of your
organisation’s controls. Where a report has
been produced for several years, there is likely
to be value in a full re-evaluation of the
controls being reported. Changes in the
business often mean that certain controls have
gained in importance while others have
diminished; retaining controls in the report
(and in your business) because they were of

past importance is not a cost-effective
strategy.
In addition, taking an opportunity to compare
your reported controls with those of other
organisations may provide insights into how
your competitors’ approach to control has
evolved.
Xcina Consulting can provide a rapid
assessment of your control report content,
looking at how it now fits your evolving
organisation and how other organisations are
operating. Our report will be focused on
suggestions for changing the report content
with an indication of how those changes
might reduce the subsequent cost of audit.
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The endorsement
So the crib sheet is written, it’s been
proof-read, it’s been scrutinised, we’re at
the last hurdle, and now it’s time to get it
endorsed by that famous YouTuber or social
media celebrity.
Unfortunately, we at Xcina Consulting aren’t
famous YouTubers or celebrities. Maybe it’s
because we focus our attention on controls
assurance and helping our clients through
their SOC journeys.

We can assist you to prepare for a SOC audit,
identify areas or internal controls that require
remediation, undertake the remediation effort
and perform the SOC audit for you. We carry
out the testing and documentation to a level
and quality that allows external or statutory
audit firms to place reliance.
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For further information please get in touch
with our team.
Email: consulting@xcina.co.uk
Phone: +44 (0)20 3985 8467

Head Office
1 King William Street
London
EC4N 7AF
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