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Major disruption
The Cyber Threat topic remains firmly on the
agenda of most boards, audit committees and
industry regulators.
The Financial Conduct Authority (FCA) has
published its 2018/19 business plan and has
identified cross-sector technological challenges
as one of its key risk drivers. Operational
Resilience, Third Party Supply Chain Risks and
the rollout of the second Payment Services
Directive (PDS2) will all be heavily scrutinised
and all have significant Information Security
components to them. This is, of course, all in
addition to the renewed security focus and
rigour brought about by the arrival of the EU
General Data Protection Regulation (GDPR).

Reliance upon the public internet as the default
channel by which consumers transfer personal
data increases the risk of this data being
compromised. It is recognised that firms with
older and more complex IT systems can find it
more difficult to implement adequate security
measures and that this is a real risk factor.
The FCA has restated its commitment to work
with the Bank of England, the Treasury, the
National Cyber Security Centre (NCSC) and the
National Crime Agency (NCA) to ensure firms
are minimising the potential impact of breaches
and systems failures on consumers and the
market.
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What the Government says
Even the politicians are jumping on the “cyber
bandwagon”. Home Secretary Amber Rudd
announced at the CyberUK conference in April
2018 that an additional £50 million of funding
will be allocated in the next year to bolster
cyber capability within law enforcement.
But she was also quick to point out that she
sees cyber security as a shared responsibility
stating: “In the same way that shops protect
themselves from burglary with locks, alarms
and security guards, I expect businesses to
take equivalent precautions digitally”.

The focus is not solely on criminals targeting
financial gain, but also state-sponsored
actors bent on espionage, theft of intellectual
property and potentially laying the foundations
for future offensive operations.
The scale of the perceived risk is such that for
the first time, the US Department of Homeland
Security, the FBI and the UK’s NCSC issued
a joint statement and technical alert about
malicious state-backed cyber activities.

This message was reiterated in Ms Rudd’s
speech to the Commonwealth Business Forum
later the same month. Government expects
organisations to keep theirs and their clients’
data safe.
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Threat to the nation
A new dimension to the Cyber Threat is the
manipulation of media channels, both legitimate
and compromised, to influence public opinion.
So-called “fake news”. Whilst this is an overtly
less technical and more people-centric
approach, it looks initially to be a highly
effective tactic which will be a feature of the
threat landscape for some time to come.
Questions such as, “What are we doing about
the Cyber Threat?” or “Can we be hacked?” or
“Should we get our security tested?” are being
asked around boardroom tables across the land.
Executives might perceive that they are under
siege by the criminals and by the authorities
and the regulators.

In our opinion, looking beneath the headlines
and media hype, there is good reason for
asking the question: “Is the Cyber Threat really
anything new?”.
There is no doubt that as organisations
and individuals, we are more reliant upon
technology and our information assets than ever
before – information really is the life-blood of
organisations these days. In reality, threats to
corporate information or data have existed for
many years. To a certain extent, Cyber Threat
is just a new marketing label being used to sell
government policies or commercial security
software and services.

Xcina Consulting / Return of the Cybermen™ - Or perhaps they never really left!! / Page 4

xcinaconsulting.com
lting.com

What is the Cyber Threat?
The million-dollar question - but you won’t get
the same answer twice!
This is simply because ‘Cyber’ (whatever that
might be) isn’t really a threat at all. The Cyber
Threat is at best a convenient label to apply to
the many and varied risks to data, information,
and the systems which store and process it.
Cyber threats or crimes can be orchestrated
in various ways. Targets can be aimed at
critical infrastructure, manufacturing, power
grids or water supplies. They could be aimed
at disrupting the availability of websites and

networks or at stealing trade secrets and
financial information. Others could be driven
by espionage, vandalism, terrorism, sabotage,
political motives or any form of criminality.
These threats could be precipitated by events
or actions as varied as external hacking, social
engineering, a compromised third party
supplier, an employee leaking information via
webmail or so-called “hacktivists” hell-bent
on causing as much disruption as they can.
Such diverse activities are likely to require very
different responses to remediation and ongoing
management.
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So, is this really new?
In the immortal words of Public Enemy, “Don’t
believe the hype, it’s a sequel”.
Whilst an American hip hop group appears
an unlikely source to reference regarding
Cyber, and whilst they didn’t realise it at the
time, perhaps a more poignant lyric from
the track in question is: “They claiming I’m a
criminal, by now I wonder how, some people
never know the enemy could be their friend,
guardian [sic]”.
Whilst a breach or a hack can result in a
range of outcomes - including unwelcome
disruption, cost, media attention - it is
then, by default, visible and can therefore

be remediated and/or mitigated against.
Whilst the average hacker can cause you a
serious headache, this is not even close to the
migraine posed by a cyber-terrorist.
Beneath the marketing gloss, should we be
concerned about the Cyber Threat? The
answer is categorically “Yes!”.
Security incidents globally are on the rise
and the level of threat to organisations from
data theft, espionage and website attacks has
never been higher. Your reputation, regulatory
status and financial well-being are more at risk
now than they have ever been.
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Unknowns unknowns
This elevated threat brings with it a whole
new set of considerations for those tasked
with determining the risk and subsequent
acceptance levels within their organisations.
On the plus side, there is plenty of “event data”;
these types of incidents aren’t new to us and
we have experienced first-hand the damage
they can do.

there are things we know we know. We also
know there are known unknowns; that is to
say we know there are some things we do not
know. But there are also unknown unknowns
– the ones we don’t know we don’t know.
And if one looks throughout the history of our
country and other free countries, it is the latter
category that tend to be the difficult ones.”.

BUT …. in the inimitable words of former
United States Secretary of Defence Donald
Rumsfeld: “Reports that say that something
hasn’t happened are always interesting to me,
because as we know, there are known knowns;

We find ourselves asking the question: “Can
you truly, and meaningfully, calculate the
cost of downtime? Reputational impact?
Loss of intellectual property or competitive
advantage?”.
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Back to basics
Organisations clearly need to respond to
the threat. But where to start? Technology
companies will tell you that you should
buy their software and it will keep you
safe. IT service companies will tell you that
outsourcing your IT to them will solve all your
problems. Let us be clear, there are some
excellent services and technical solutions
out there; however, none of them are free of
charge and applied in isolation there is a very
real risk of completely missing the point.
Technology is, of course, a key enabler. But
investment in people, skills and robust policies
and procedures are crucial too. This is a
problem for the entire business to solve – not
just IT.

Technology and tools of the highest quality
can be undermined by weaknesses in basic
security practices or by a flawed corporate
culture. Today’s cyber criminals recognise
this and exploit it by adopting a range of
approaches which step away from the purely
technical and exploit weaknesses in the
way that organisations manage, control and
interact with their information.
The threat of the inside job, for example, is
definitely on the rise. The corporate approach
therefore also needs to shift from one of
‘implementing security’ to one of ‘information
risk management’.
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Address the Cyber Threat
Fundamentally, addressing the Cyber Threat
means going back to basics; looking again at
your organisation and the controls you already
have:
•

Understanding your people - what threats
do they pose? After all there is no patch for
stupidity!

•

Understanding your organisation’s
information, where it is and how it is used.

•

Identifying the main risks to information
assets.

•

Ensuring that the right measures are
adopted to mitigate risk to within
acceptable levels – balancing cost versus
risk.
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Understand the risks
Software and tools may be part of the
solution, as may be transferring some of the
risk by outsourcing services to a third party
or conducting a regular penetration test. But
unless the foundations of good information
and security governance are working well, the
investment will most likely be wasted.

These foundations include:
•

User access management.

•

Clear policies on security, acceptable
system use and social media.

•

Staff security training and awareness.

•

Oversight of third party suppliers.

•

Timely application of software security
updates.

Xcina Consulting / Return of the Cybermen™ - Or perhaps they never really left!! / Page 10

xcinaconsulting.com
lting.com

Perimeter? What perimeter?
Like it or not, IT globalisation is here to
stay. Chief Information Officers (CIO) are
increasingly pursuing globalisation, seeking
to improve operations across geographic and
organisational boundaries. Globalisation is both
an emerging and complicated change and there
are few signposts to tell CIOs which way to
turn.
With the advent of mobile technologies, we
have been treated to 127 new acronyms and

abbreviations!! A few examples include: Bring
Your Own Device (BYOD), Bring Your Own
Software (BYOS), Advanced Mobile Phone
Service (AMPS), Electronic Data Interchange
(EDI), Universal Mobile Telecommunications
System (UMTS) and Wireless Local Area
Network (WLAN). In short, a whole new set of
challenges to those tasked with protecting your
prized possessions and an entire new product
suite for the vendors to sell to counter the risks
presented.
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Return of the .... layered
security!!
It would be wrong not to leverage the internet
itself for an opinion.
The Wikipedia definition is as follows:

“Layered security, also known as layered
defence, describes the practice of combining
multiple mitigating security controls to
protect resources and data. It is a term
adopted from a military strategy that involves
multiple layers of defence that resist rapid
penetration by an attacker but yield rather
than exhaust themselves by too-rigid tactics.
As the incursion progresses, resources are
consumed and progress is slowed until it
is halted and turned back. The information
assurance use of the term “defence in depth”
assumes more than merely technical security
tools deployment; it also implies policy and
operations planning, user training, physical
access security measures…”
So, defence in depth is undoubtedly the way
to go!! Not just at technical level either; but
from more robust processes and a much more
effectively trained, skilled and cyber-aware
workforce.
The sheer complexity of the challenges Cyber
presents should not be underestimated. Please

don’t delude yourselves into thinking that “it
won’t happen to me”. It is not just the ‘big
boys’ that are targets. Cyber criminals are
opportunists and will leverage a soft target
to achieve their wider aims. Larger firms
with bigger budgets have better detection
capability than smaller organisations.
Another source of exposure is your third
parties’ suppliers or partners. Increasingly,
organisations’ defences are being breached
when external service companies become
compromised providing criminals with a trusted
base from which to attack. Lack of governance
and management of trusted third party
arrangements introduce a significant security
and information management blind spot. Risk in
the supply chain is increasingly being targeted
by government and regulators as an area where
organisations must (and will be expected to)
play a role in policing and reducing the risk.
We accept that not everyone can afford a
multi-layered solution, staffed by dedicated
professionals actively monitoring their networks
24x7 for the next exploit. If you revert “Back to
Basics” and “Understand the Risks”, though,
this will go a long way towards making sure
that when the time comes to invest, it will be
an informed, risk-based and well considered
decision.
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Steps to effective
governance
We never tire of banging the governance
“drum”. Unfortunately, no matter how loud
it’s played, there are those who still choose to
ignore it.

The core principles of good governance are
essential if organisations are to effectively
address the cyber threat no matter how large or
small. These include:

Setting, maintaining and continuing to
evolve the “tone at the top”

Monitoring by the Board of Directors

Thorough and regular training
and awareness

Independent assurance

Regular risk-based testing –
internally and externally

Internal control procedures
and internal audit

Regulatory controls
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So what’s next?
Without any shadow of doubt, the problem is
going to get worse before it gets better. We
have heard it described as an epidemic. Whilst
this might be debatable, we do concur with
the view that the problem is unlikely to go
away anytime soon. It will, to an extent, need
to be tolerated as a risk of doing business and
mitigated where possible.

In our opinion there needs to be a more robust
framework of cyber security regulations driven
by governments and the regulators. This needs
to appropriately consider the associated risks.
For example, a large financial services firm is
likely to be far more susceptible to attack on
a regular basis than a small convenience store.
The results of an attack, however, could be
equally devastating to both.
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Motivated by excellence
XCL only deploys experienced and informed
consultants to work with you – at a more
affordable price. All of our consultants have
had significant exposure to commercial IT
risks as practitioners and in industry roles. Our
experience model guarantees all members
of our team have at least 10 years’ relevant
experience, with an average across the firm
of 20 years. We strongly believe that this
approach generates significantly enhanced
results on our engagements as our team bring
in-depth knowledge of all facets of IT audits and
operations, leading to higher quality insights.
Qualified and credible
Our technology professionals all hold
appropriate qualifications (CISA, CISSP, CISM,
QiCA, GIAC, CGEIT, CBCM, QSA, CRISC etc).
They are extremely familiar with relevant
best practices eg ISO/IEC 27001 (Information
Security Management), ISO 22301 (Business
Continuity Management), ITIL (IT Service
Delivery) and PRINCE2 (Project Management).
XCL is a firm believer in staff development and
each professional receives a minimum of 40

hours’ technical training per annum to ensure
they remain up-to-date. In addition to their
wide experience, this adds to their credibility in
dealing with your IT staff at all levels, up to and
including the executive, as well as presenting in
context to regulators and non-IT management.
XCL is accredited to the British Standard
Institute’s Associate Consultant Programme for
both ISO/IEC 27001 and 22301, recognising
our capabilities in these areas. Among our staff
is a Lead Assessor for ISO/IEC 27001 and a coauthor of ISO 22301. We are also an accredited
Qualified Security Assessor (QSA) Firm for
auditing against the Payment Card Industry Data
Security Standard (PCI DSS).
How can we help you?
To learn more about how XCL Technology Risk
Management can assist in fulfilling your digital,
operational and regulatory resilience needs,
please feel free to contact:

Email: consulting@xcina.co.uk
Phone: +44 (0)20 3985 8467
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For further information please get in touch
with our team.
Email: consulting@xcina.co.uk
Phone: +44 (0)20 3985 8467

Head Office
1 King William Street
London
EC4N 7AF
xcinaconsulting.com

