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Introduction

A resilient financial system is one that can 

absorb shocks and also enable continued 

business operation. The financial services 

sector needs an approach to operational 

risk management that includes preventative 

measures and the capabilities – people, 

processes, technology and culture – to adapt 

and recover when things go wrong.

Operational resilience refers to the ability of 

firms, financial market infrastructures (FMIs) 

and the financial services sector as a whole to 

prevent, respond to, recover and learn from 

operational disruptions.

Although perhaps instinctive, a typical response 

is to only consider technology challenges and 

cyber risks; however, operational resilience 

is much broader and requires far wider 

consideration across ALL business activities 

about how the continuity of the services that 

firms provide might be maintained regardless of 

the cause of disruption.

Operational resilience is very important for 

many reasons:

• Incidents are increasingly likely in an

integrated, complex and evolving financial

services industry

• The consequences of incidents can directly

impact all firms, big and small

• Incidents impact the stability of the

financial system and affect end-users as

well as the reputations of individual firms

• It is a key focus area for financial regulators

on a global basis

• Operational risk activities lead to long-term

competitive advantages and commercial

risks but may also threaten growth and

costs if not considered carefully
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Broad business scope for operational 
resilience

Capability for operational resilience covers 

all aspects of business activities and goes far 

beyond basic operational risk and recovery 

capabilities:

• It is broader than the remit of IT, business

continuity and disaster recovery

• It needs detailed analysis and reviews of all

key business activities and potential risks

• It is not only about systems and operational

processes; operational resilience is reliant

on the overall capabilities of people,

processes, technology and organisational

culture to adapt and recover when things

go wrong

• It is enhanced through constant integration

and co-ordination

Compliance with regulations and 
regulatory expectations

In July 2018, the Bank of England (the Bank), 

Prudential Regulation Authority (PRA) and 

Financial Conduct Authority (FCA) – collectively 

referred to as the “supervisory authorities” – 

published a joint discussion paper (DP) on an 

approach to improve the operational resilience 

of firms and financial market infrastructures 

(FMIs).

• The purpose of this DP was to share the

supervisory authorities’ thinking about

operational resilience – providing a possibly

different perspective – and to obtain

feedback from stakeholders across the

financial services industry to influence

future regulatory action

• The DP shows the continued evolution

of approaches by supervisory authorities

to consider a broader view of potential

risk incidents while accepting that some

disruption is inevitable
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• Increased competition among firms at a time of operational disruption

• Senior management responsibilities and accountabilities

• Pressure on capital and ROE

• Financial capabilities, liquidity and reserves

• Regulatory requirements and regulatory scrutiny

• Stakeholder expectations

• Technology capability, capacity and overall resilience

• Keeping pace with business needs

• Managing the skills gap in people, processes and technology

• The impact of change and innovation

• Complex changes in business environment including technological change

• Unforeseen changes and disruptive events

• Constant need for assessment, improvement, training and communication

• Extra considerations when operating internationally or when outsourcing a significant proportion

of business activities to third parties

Factors for operational resilience within business activities
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A clear understanding of the purpose of the 

firm, its interaction with the wider market and 

an understanding of the expectations of the 

regulators are all key to building an effective 

operational resilience framework. 

Risk mitigation processes are complex and 

time-consuming.  A clear understanding of key 

business activities is vital to more accurately 

identify the key risks and mitigation strategies 

to strengthen your business activities and 

operational resilience.

The good news is that this detailed 

information most likely exists already within 

your firm. Probably though, it has never been 

fully identified, analysed and combined to use 

effectively in order to measure gaps and to 

increase operational resilience. 

As we have seen with other control 

structures including those used for conduct 

risk mitigation, significant elements of the 

operational resilience framework already 

exist; management information is available 

and needs to be re-purposed or more widely 

shared.

The data needed for the analysis includes many 

sources such as: operational performance; 

business profitability: financial performance; 

technology service delivery; HR statistics 

about employees and their skills; feedback 

from customer marketing surveys; and much 

more.

All information can be useful if viewed alone 

but, when put together, it provides a much 

more comprehensive status showing your 

firm’s overall business condition and its 

readiness for operational resilience.

Put another way, perhaps, to appreciate the 

full visual experience of a multi-coloured beach 

ball, you have to pick it up, turn it around and 

look from every side!

Remember that, from an individual firm’s 

perspective, operational resilience is 

fundamentally the ability to “prevent, respond 

to, recover and learn from operational 

disruptions”.

Building your own proactive framework with 

regular updates and reviews will reduce 

the risks of delayed escalation of corrective 

recommendations and missed opportunities.

Building a framework for operational resilience
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Boards, managers and risk management 

functions must take an independent, detailed 

approach to analyse business activities for 

sufficiency and potential operational resilience.

Boards need to proactively drive these 

approaches and get accurate assurance 

from other stakeholders that all key business 

services have sufficient ongoing operational 

resilience.

A sustainable high-level approach would 

typically follow a logical repeating sequence:

• Identify; Align; Assess; Test; Strengthen;

Recover; Communicate; Govern

Examples of detailed steps within this 

sequence include the following:

• Identify business-critical activities

•  Align activities to assigned managers with

direct accountabilities and responsibilities

•  Align to operational risk frameworks

•  Set minimum expectations for controls and

capabilities

•  Accept that at some time some or all

critical systems and processes will fail

•  Design early-warning metrics and systems

to prepare for signs of system failures

•  Set impact tolerances to quantify the

maximum amount of disruption that would

be acceptable to the Board and senior

management

•  Map all dependencies to people, processes

and technology

•  Assess capabilities across all processes and

assets

•  Assess end-to-end continuity and recovery

capabilities

•  Assess all gaps either within or between

processes and capabilities

•  Develop extra capabilities to remediate the

gaps and strengthen overall processes

•  Communicate the remedial action plans to

all employees and stakeholders

•  Provide relevant training and explanation

to employees whenever needed

•  Monitor and report promptly to

management about resilience capability

assessments

Actions to build an effective framework to identify risks
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How Xcina Consulting can help you

We will work with you to build a robust and effective framework for operational resilience that not 

only meets regulatory expectations but provides value to the business.

We already work closely with management and employees in all business functions to identify 

critical processes, key controls, key metrics, relevant management information and individual risk 

perspectives that together form a constantly-updating three-dimensional view of your firm.

We provide many professional services using our network of skilled consultants with many years of 

relevant expertise in business and technology risk management.

Our services include many aspects of corporate governance, risk management, business continuity, 

cyber strategies, information security, data protection and internal audit.

Our expertise and experience can certainly help you and your colleagues.
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