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GDPR became enforceable on 
the 25th May 2018. It heralds 

some of the most stringent data 
protection laws in the world, 

imposing a heightened 
compliance regime underpinned 

by intensified enforcement.
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Personal information is an increasingly 
valuable business asset.

Technology provides the opportunity to 
understand and engage with customers and 
stakeholders like never before. Deployed 
carefully, it can enhance relationships and 
provide tangible competitive advantage in 
the marketplace. 

It needs to be managed with care, as 
collecting, using and sharing data is subject 
to increasing levels of regulation by legislators 
concerned about personal privacy and cyber-
attacks.

Collecting and processing data underpins 
almost every aspect of business, and requires 
new laws to ensure the citizen retains control 
over his or her data.
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What lies in front of us is what 
would appear to be an impossible 
“Bushtucker Trial”, namely how do 
we ensure we are GDPR compliant? 
Many organisations have sought IT solutions 
to the challenge and whilst these may go 
some way to assisting your predicament, the 
reality is that GDPR is first and foremost a 
people and process issue. 

Organisations scrambled to step up their 
privacy programmes to become compliant, 
yet still failed to address what is possibly the 
key component to GDPR compliance - namely 
training their workforce. 

For what is such a fundamental requirement, 
the attention, or lack of, in terms of putting 
in place a training programme for ALL staff 
including Contractors, Part-Time, Volunteers, 

Board Members etc. appears to have largely 
been overlooked by many organisations. 

Historically, this was always a challenge under 
the Data Protection Act 1998, with specific 
reference being made to the absence of, or 
inadequate staff training and awareness, being 
the root cause of many a data breach. 

Whilst facing the prospect of a night in the 
jungle with nothing to eat and surrounded by 
all manner of creepy crawlies may not sound 
like an inviting prospect; should you fall foul 
of addressing the training and awareness 
requirements outlined by GDPR, this may be 

rather inviting!!



Training and  
awareness -  
GDPR requirements
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“You are 55 years old and you haven’t 
figured out yet that everything has a 

consequence.” 
Lady C
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Under Article 37, the GDPR includes among 
the tasks of the Data Protection Officer 
(DPO) “awareness raising and training of staff 
involved in the processing operations”.

Under Article 43, in connection with Binding 
Corporate Rules (BCRs), the GDPR requires 
“the appropriate data protection training 
to personnel having permanent or regular 
access to personal data”. 

All organisations that gather data about EU 
citizens are covered by the GDPR’s training 
requirement; this includes organisations 
that transfer data about EU citizens to other 
countries.

The content of the privacy awareness training 
for the GDPR, Privacy Shield, and BCRs 
overlap a lot.  For BCRs, the awareness should 
be on the rules that an organisation adopts, 
but these too, should be consistent with 
GDPR.
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What topics should be covered 
in privacy awareness training 
under GDPR?
GDPR doesn’t specify the topics that should 
be included.  The training should ultimately 
cover the organisation’s privacy policy.  Be-
cause of the GDPR’s requirements, as well 
as requirements in various laws and regula-
tions around the world, the privacy policies 
of many global companies have a surprising 
amount of similarities — at least at the level 
that the general workforce needs to know.
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“I can’t blow my nose I’ve never 
learned how.”

Joey Essex
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How long must privacy 
training be?

GDPR does not specify any particular length 
of time for the training.  Obviously, training 
for just a few minutes wouldn’t be sufficient, 
but training does not have to go on for hours.

The human attention span is short; however, 
what matters more than time is the content 
of the training and how effectively and 
memorably the information is taught. If you 
think  
20-30 minutes per year is sufficient, then 
I suggest you may be facing your first 
bushtucker trial under GDPR sooner rather 
than later!
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How often must privacy 
awareness training be given?
There is no definitive answer, GDPR doesn’t 
specify this.  The most common practice is to 
do the training annually. 

People forget quickly. 

More periodic training might be a challenge 
for many organisations. As such, sustained 
and periodic awareness campaigns should be 
considered.
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What are the consequences 
for inadequate privacy  
awareness training?
The consequences are bad.  Very bad.  

Inadequate training can lead to more 
privacy incidents, which can damage an 
organisation’s reputation.  

There are big fines.  GDPR’s potential fines are 
gargantuan.  

Inadequate training is low hanging fruit to a 
regulator.  It’s an easy thing that regulators 
can use to find fault.  

Inadequate training is one of the most 
common things that I’ve seen regulators go 
after, so I strongly recommend: 
• Don’t make it easy for the regulators to

find fault.
• Don’t make their fines bigger.
• Don’t let your organisation be an easy

target.

The choice is simple: 
Train .... or pain!



I’m the new Data  
Protection Officer – 
Definitely get me out 
of here!!
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“Fingers crossed, toes crossed 
and eyeballs crossed I’m going 

to be good enough.”
Scarlett Moffatt
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Congratulations on your new 
DPO position!

The GDPR, in no uncertain terms, requires 
privacy awareness training. With this 
obligation hanging over your head, you might 
be wondering how exactly to begin moving 
down the path of organisation-wide privacy 
awareness.

The short answer: strive for a privacy-aware 
culture. 

Even nebulous corporate values like 
“privacy awareness” can be essential to 
the functioning of an organisation if they 
are championed by executives, embedded 
in operational procedures, aligned to key 
business goals, measured regularly, and 
effectively communicated on a consistent 

basis to all employees. 

Such steps ensure that these values are 
proactive parts of corporate culture, 
embedded within the organisation’s design, 
and accepted across the organisation as the 
default mode of operation for all employees.

The onus is on you to champion privacy-
based thinking as a vital part of organisational 
culture. Such a task is no small feat, but 
possible. 

How? 

You can start by following some of these best 
practices:
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Start at the top

For better or worse, people look to leaders to 
set the tone for their organisation. That’s why 
you, your organisation’s new DPO, and your 
executives must understand the importance 
of clear communication about privacy risks.

In our experience, too few people at this 
level understand or speak personally and 
directly about the impact this risk has on 
their lives and their organisations. We need 
to do a better job of educating leaders 
about the nature of risks, and get them to 
incorporate this understanding into the 
regular communications to their employees 
and citizens. Ensuring that privacy risks 
are understood at the executive level 
will also make it easier to make the case 

for comprehensive privacy awareness 
programmes when there is a cheque to be 
signed.

Recommendation: Educate all executive- 
level personnel in privacy best practices and 
ensure they’re committed to giving privacy 
a regular place in communications, both to 
their employees and to the public.
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But make it for everybody

Employees may look to leaders to set the 
tone, but they will not make substantive 
changes in behaviour unless they can directly 
connect data privacy risks to their work and 
personal lives. That’s why it’s so critical that 
you reach people where they are:

• Those handling financial information
need to practice the skills involved in
securing credit card data and all sources
of financial data, just as nurses and
healthcare professionals need to protect
confidential health information.

• Managers and executives need to
understand that their heightened access
to information makes them targets.

• IT staff need special training, not just on

their privileged access to data but also 
on the role they play as ambassadors 
in understanding and using information 
technology to protect information.

No matter our age or our job, we all face 
privacy risks. But these risks take different 
forms, and what we need to know and 
do to protect ourselves differs across our 
roles. The way you educate must reflect 
those differences, or it will be irrelevant and 
ultimately ineffective.

Recommendation: Tailor all privacy-related 
training and communication to roles (whether 
they be job roles or phases in life) to ensure 
the information is relevant and actionable.
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Make it engaging

If we ever expect privacy knowledge to 
become a foundational element in our 
culture, we need to take our cues from 
advertising, communications, and PR. As 
someone responsible for teaching privacy 
best practices (or at least researching and 
managing a training vendor), you need to 
think like an advertising executive. 

Simple slogans or interactive experiences, 
clearly and repeatedly delivered in fun 
and relevant ways, do far more to build 
awareness than the long, dry training courses 
that are so frequently hailed as the solution 
when it comes to data privacy. Companies 
that leverage highly visible, regular 
communications and activities focusing on 

key risks have the most success at building 
information protection into the organisational 
culture. Is there a risk in using humour or 
games or shock tactics to communicate 
about data protection? Sure. Some people 
won’t get it or may be put off by a particular 
approach. But the risk of boring people is 
much greater. If people are bored, they’ll 
never learn.

Recommendation: Engage in a 
comprehensive campaign to get people 
talking about privacy best practices with 
features like games, phishing simulation, 
posters and video. The more varied ways you 
can present your message, the better.
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Ultimately, employees need to see the  
benefits of identifying personal information, 
handling it appropriately, and reporting  
potential privacy incidents before they lead 
to data breaches.

It’s essential that you raise the transparency 
and visibility of efforts to promote 
information protection, as it’s critical to the 
development of a privacy-aware culture 
within your organisation. 

This is your opportunity to make sure that 
everyone at your organisation makes data 
privacy their responsibility, as it should be.



Fear not … Cross the 
bridge and you are 
out of here!!
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“Essex is an easy understanding 
language.”
Joey Essex
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Xcina Consulting in conjunction with 
LiMETOOLS has been deep in the jungle 
developing Psyber Data. 

The first training package is Basic [45 mins] 
for all campers.

The other six are for specific operational areas 
of expertise [50 mins]:

• HR

• IT

• Marketing

There is also an Executive tool for the senior 
managers who want control of the camp!

Our Basic tool brings alive an understanding 
of the new regulatory act, but teaches in a 
way that lowers the potential risk of ‘staff 
denial’ due to the enormity and complexity of 
the requirements. 

It is designed to work with all levels of 
responsibility, from new arrivals to camp 
legends. 

The tool improves awareness of the new 
regulatory environment and facilitates first 
steps towards developing their own Personal 
Data Action Plan.
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The tools stand out in the jungle because they 
are underpinned by a strong understanding 
of camp [workplace] behavioural psychology 
and use an unusual mix of ‘novella’ fictional 
soap drama scenarios; animations; scored 
quiz games and video documentary ‘short 
bites’, produced to broadcast compliance 
standards. 

The tools’ software captures trainees’ data, 
enabling management to measure staff 
performance and departmental or regional 
comparison scoring, thus ensuring you are 
not the first to be eliminated by the regulator. 

In summary, our tools differentiate from the 
current market solutions in these ways:

Content & Functionality Most Tools Psyber @ 
LiMETOOLS

Slides with still images, chapter navigation, voice overs, interactive 
gaming and culminative scoring software  

Slides with embedded video documentary or with animation sequences, 
often with comic perspectives to increase memorability  

Greater immersion via original ‘novella’ video drama to broadcast 
standard with scenario and character interrogation / evaluation X 

Automated data aggregation to filter and then report deep analysis of 
peer-to-peer and departmental capacity back to management X 
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You’ve now heard what you 
have to do in your bushtucker 
trial; you’re aware of the GDPR 
training requirements; you’ve 

crossed the bridge; and now is 
your time to “learn Essex”.

For more information, please 
contact consulting@xcina.co.uk.
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For further information please get in touch 
with our team.

Email: consulting@xcina.co.uk 
Phone: +44 (0)20 3985 8467 

Head Office 
1 King William Street 
London 
EC4N 7AF

Xcinaconsulting.com




