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Do attempts to understand the Payment Card 
Industry Data Security Standard (PCI DSS) 
leave you feeling like you are on a “Road to 
nowhere?”.

Are you “All shook up?”.

Are you shouting “What about me?”. 

Do you feel that “The best is yet to come?”. 

Are you asking “What happens now?”.

Or do you think “Ain’t my problem?”.

Music has evolved over the decades travelling 
through genres and media styles. Comparing 
PCI DSS to the modern music industry may 
seem tenuous but when studied closely, the 
similarities are noticeable, albeit that the PCI 
DSS has advanced at a greater pace and over 
a shorter time span. 

How we listen to and acquire music is 
ever-evolving, as are PCI DSS compliance 
requirements and how you achieve them.

Well pop pickers, stay tuned into this medley 
of classics and you will find yourself humming 
“I can see clearly now...”.

Source: Pixabay foretagimark
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The Tune
You may have been swatting up on your 
“Smash Hits” lyrics and know this tune off by 
heart, but for those of you who don’t ....

The PCI Security Standards Council was 
jointly founded in 2006 by all the major 
payment card brands to provide a single 
independent body of “caretakers” for security 
standards in all jurisdictions where card 
payments were made. 

Payment cards include debit, credit and  
pre-paid cards from any of the following 
brands:

• American Express
• MasterCard
• Visa
• JCB
• Discover

If an organisation produces, manages 
services, stores or processes cardholder 
data, or is a merchant taking payment from 

payment cards, it must comply with the PCI 
Data Security Standard (DSS). 

Version 1.0 of the PCI DSS saw its 
implementation and evolution to 1.2 in 
October 2008. In January 2011, version 2.0 
of the PCI DSS became mandatory and as of 
today’s date, version 3.2.1 is in place. 

The Security Standards Council accredits 
organisations known as Qualified Security 
Assessor Companies (QSA Companies) and 
regularly verifies the quality of their work. The 
Council also accredits individual employees 
of these QSA Companies as Qualified Security 
Assessors (QSAs). 

Such individuals must undergo annual training 
and re-examination of the PCI security 
standards. If an individual is not a full-time 
employee of an accredited QSA Company, 
they cannot practice as a QSA. The names of 
all accredited firms are listed on the Council’s 
website at www.pcisecuritystandards.org.
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The Melody
Any organisation which accepts credit and/
or debit cards for payment must comply with 
the Data Security Standard. 

Furthermore, that compliance must be 
validated on a regular basis. Your validation 
requirements will depend upon the number 
of card transactions processed annually - 
this will be your Merchant Level (Level 1 - 4) 
and reporting requirements vary for each. 

If you are a service provider i.e. you handle 
card data but may or may not be a merchant, 
you must still comply with the PCI DSS 
service provider reporting and validation 
requirements. 

The services of a QSA may be required to 
validate compliance for merchants and 
service providers alike. 
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A Brief Discography
Vinyl – PCI DSS v1.0 

PCI DSS v1.0 hit the payment card merchants, 
service providers and acquirers by storm 
and generally resulted in a scratch on the 
surface of the major players’ daily activity and 
went un-noticed by small to medium sized 
enterprises (SME). 

It gave the term PCI DSS a master’s voice; 
however the tune was a little crackly.

Cassette tape – PCI DSS v1.2 

PCI DSS v1.2 was produced following a 
review and update of the initial version. 

At this stage PCI DSS was playing in the 
background of a number of organisations 
although the transmission was muffled and 
was easily tangled. QSA firms began to hear 
the words and sing them in public. 

Many organisations heard the singing and 
either took up the tune, or didn’t like what 
they heard so turned off. SMEs still tended to 
overlook the fact that they needed to listen. 

The master’s voice had smoothed out the 
crackles and copies of the tune could be 
more widely listened to but it was still not 
clearly being given enough air time.
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The Digital Age
Compact Disc – PCI DSS v2.0 .... the early 
days 

PCI DSS v2.0 took a big step in clarity and 
became a more widely listened to tune. Major 
organisations embraced the change, picked 
up the beat and worked with QSAs to achieve 
compliance to the standard and the tune 
was played widely within literature and on 
websites alike. 

However, not all organisations had the means 
to listen, for example qualified information 
security personnel. Like the Compact Disc, 
the PCI DSS audience grew as the standard 
became more widely known, available and 
accessible. SMEs now knew the standard 
applied to them and some took strides to 
become compliant, others tried and did not 
totally succeed, and others didn’t try at all. 

Digital – PCI DSS v3.2.1.....now 

CDs are on their way out, but you can 
now download music without leaving your 
chair; and courtesy of MP3 players, it is now 
possible, on public transport especially, to 
listen to music even if you don’t want to! 

Similarly PCI DSS is now everywhere and you 
have to listen whether you want to or not. 
But now, more than ever, it is important to 
listen to the lyrics being sung as the emphasis 
of the standard is shifting - a bit like vinyl 
coming back into fashion!
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The Lyrics
As mentioned previously, the standard was 
originally devised by the payment card 
brands.

Following an ever-increasing number of card 
data breaches and fraudulent activity, the 
payment brands were driven to take a stance 
in protecting their cardholders. 

The standard has always been “one-size 
fits all” which, for larger organisations 
with resources available isn’t so much of a 
problem, but for SMEs in particular, presents 

a weight of bureaucracy and expense that 
generally they simply cannot afford. 

The emphasis of the standard has been 
shifting. Payment card brands have placed 
some of the onus for merchant compliance 
onto acquiring banks and payment gateways. 
Smaller merchants are now being formally 
supported in their understanding and 
compliance with PCI DSS. This, in turn, has 
made DSS compliance much more attainable 
to SME merchants; time to get singing and 
dance!

Source: Pixabay Simon Maennling
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“Get into the Groove” 
So what do you need to do to make sure that 
you are compliant with the requirements of 
the standard? 

If you are classed as a level 1 or 2 merchant or 
service provider your compliance report may 
need to be completed by a QSA Company. 

If you are a level 3 or 4 you are likely to be 
able to self-attest to compliance using one 
of five self-assessment questionnaires (SAQ ), 
depending on the nature of your cardholder 
data environment. 

As a QSA Company, we are able to support 
you in your PCI DSS reporting requirements 
regardless of your designated reporting level.

Here is the chart run-down of our PCI DSS 
services; whatever your reporting level we 
will have a service to get you moving and 
grooving to the PCI DSS beat.

PCI DSS scoping

We can provide our QSA services to 
work with you to identify and define your 
cardholder data environment (CDE) and, 
where possible, provide recommendations for 
reducing the size of your CDE and potentially 
therefore, your PCI DSS obligations.

PCI DSS Gap Analysis

Whatever your reporting level, our QSAs 
can review your organisation to advise the 
level of your compliance with the standard, 
areas where you need to focus or consider 
compensating controls. We will produce a 
report detailing the areas which present the 
greater risk and suggest the order in which 
remediation should be undertaken to address 
highest risks.
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SAQ Attestation

If your reporting requirements are an SAQ , 
our QSAs can perform a detailed review 
of your SAQ submission and formally 
attest that it has been filled in correctly 
and presents credible compliance to the 
standard.

SAQ Validity Statements

If you complete an SAQ yourself without 
the detailed involvement of a QSA, then 
we can undertake a review with you to 
determine that you have understood the 
standard and the SAQ has been completed 
to the best of your knowledge and 
constitutes a fair reflection of operations. 
This option is popular with service 
providers, as we deliver a Statement of 
Validity that they can present to customers 
in support of their PCI status.

Breach remediation

If you have already had a breach, you will 
already be painfully aware of the PCI DSS. 
Being in breach is confusing, expensive 
and subject to tight timeframes; in many 
cases if you don’t remediate correctly, 
you simply won’t weather the storm. We 
have worked with several organisations 
who have “felt the pain” and have real 
experience of what needs to be done - 
how, where and when - which reduces the 
confusion, your expenditure and keeps you 
in business! 

Cardholder data discovery

If you have been handling payment card 
data for some time, the chances are that 
you will have lost track of where it all is. 
We can help you define and control your 
logical and physical CDE; and we can 
run a cardholder data discovery scan to 
seek out the cardholder data which is 
lurking in a dark corner of your IT estate. 
Once identified, any such data can be 
eliminated or secured in line with PCI DSS 
requirements.

Scanning and penetration testing

The PCI DSS requires, as a minimum, a 
quarterly external vulnerability scan to 
be performed by an Approved Scanning 
Vendor (ASV). We would be able to assess 
which scans are required e.g. internal 
vulnerability scans and penetration tests, 
and we can work with, or recommend, 
an ASV to perform all the PCI data 
security assessments you require to gain 
compliance.

PCI DSS staff workshops/presentations

All our QSAs are also highly experienced 
technical risk professionals and best 
placed to provide tailored workshops and 
presentations for staff, customers, third 
parties etc to ensure that PCI DSS is clearly 
disseminated and understood by key 
stakeholders to your CDE.
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Report on Compliance

You may be required to complete a full 
onsite audit - also referred to as a Report 
on Compliance (ROC) - if the number of 
transactions you perform is more than 6 
million per year, you have suffered a breach, 
or a card association has deemed you to be 
a Level 1 merchant.

A ROC entails a full onsite audit of your 
payment card processing environment 
(referred to as your cardholder data 
environment or CDE), including verification 
of the scope of the CDE, a review of all 
relevant documentation and existing 
controls to satisfy the 12 PCI-DSS 

requirements. Completion of the official ROC 
documentation is also required, and this is 
then signed by our QSA.

We will follow a consultative approach to the 
audit, taking time to fully understand your 
business and the services you offer to your 
clients, so we can better explain the intent 
of the PCI requirements and interpret them 
in the context of your business.  We can also 
liaise with card brands, acquiring banks and 
other third parties or service providers as 
required to complete the ROC and resolve 
issues or queries.
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In conclusion
PCI DSS is still confusing for lots of 
organisations, with many trying to avoid the 
expense in terms of budget and resources.  
Without implementing controls to meet the 
requirements, these organisations are not 
only risking their customer’s card data but 
their own reputation.

We can help you take away the pain of 
compliance, offering advice on where to 
start, useful directions and suggestions if 
you’ve already started, or more detailed 
analysis before assisting with an SAQ.

For those organisations with existing controls, 
we can discuss the existing environment, 
offering valuable insight to help reduce 
your CDE and potentially reduce the PCI 
compliance burden.  

If a ROC is required we can undertake the 
full audit, complete the ROC and associated 
AOC or we can work with you to devise 
compensating controls or identify where 
remediation is required.

So pop pickers, are you humming “I can see 
clearly now...”?

Source: Pexels Thibault Trillet
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