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Introduction 

Members of the Xcina Consulting team 

attended last month’s 2018 European 

Community Meeting of the PCI Security 

Standards Council, which for the first time we 

were pleased to sponsor. 

The annual meeting provides an opportunity to 

understand the plans of the council to develop 

the payment card Standards, provide new 

guidelines to assist merchants and service 

providers in meeting the requirements of the 

Standard, and well as providing up to date 

insights into the latest threats and exploits that 

could impact the security of business and 

payment systems. 

As clients who provide services which need to 

comply with PCI DSS, we thought you would 

find it useful to provide you with summary of 

the key news out of this year’s meeting, and 

any impact to your compliance regime. 

Should you require any further information or 

guidance please do not hesitate to contact 

your usual Xcina consulting contacts. 

Latest news on Standards Development 

PCI Data Security Standard (PCI DSS) 

Version 3.2.1 

You are probably aware of the release in June 

of v3.2.1 of PCI DSS which builds upon v3.2 

that was first released in April 2016. This 

version removes date references for changes 

that were best practice but became mandatory 

an end at end January and end June this year. 

These were: 

• SSL/early TLS no longer permitted to be

used.

• 3.5.1 - (for Service Providers) Maintain a

documented description of the

cryptographic architecture in use.

• 6.4.6 - After a significant change, all

relevant PCI DSS requirements must be

implemented on all new or changed

systems and networks, and

documentation updated as applicable.

• 8.3.1 - Incorporate multi-factor authenti-

cation (MFA) for all non-console access

into the CDE for personnel with

administrative access.

• 10.8 - (for Service Providers) Implement

a process for the timely detection and

reporting of failures of critical security

control systems.

• 10.8.1 - (for Service Providers) Respond

to failures of any critical security controls in

a timely manner.

• 11.3.4.1 - (for Service Providers) If

segmentation is used, confirm PCI DSS

scope by performing penetration testing on

segmentation controls at least every six

months and after any changes to

segmentation controls/methods.

• 12.4.1 - (for Service Providers) Executive

management shall establish responsibility

for the protection of cardholder data and a

PCI DSS compliance program.
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• 12.11 - (for Service Providers) Perform

reviews at least quarterly to confirm

personnel are following security policies

and operational procedures.

• 12.11.1 - (for Service Providers) Maintain

documentation of quarterly review

process.

Client Impact 

We believe all our clients have already taken 

on board these changes but would 

recommend that clients review these 

requirements and ensure that they now have 

the specific controls in place especially where 

frequencies have changed (i.e. Service 

Provider requirement to undertake penetration 

testing every 6 months). 

Clients are still able to use the current v3.2 

Self-Assessment Questionnaires (SAQ) and 

Attestation of Compliance (AOC) templates 

until the end of the year after which v3.2.1 

must be used. The latest versions can be 

found at: 

https://www.pcisecuritystandards.org/docume

nt_library?category=saqs#results 

Version 4.0 

We have been anticipating for some time that 

PCI SSC would announce their plans to revise 

and update the PCI DSS standard. 

The Good News is there will be no new 

standard introduced in 2019.  PCI SSC 

announced that the current plan to develop 

and release V4.0 is as follows: 

• PCI SSC will, during 2019, assess and

evaluate all requests for changes that have

been received.

• The PCI Community will be issued with

proposed changes via their Request for

Comments (RFC) processes during 2019.

• V4.0 will be issued in 2020.  The timing for

this has yet to be defined.

We will keep you informed of future 

announcements on this. 

New and Developing Standards 

Contactless transactions using COTS 

devices (Commercial Off The Shelf) 

At the beginning of 2018 the Council 

introduced a new standard for Software-

based PIN-entry on COTS devices (SPoC).  

This Standard was targeted at software 

developers to introduce compliant applications 

for SME businesses to allow the secure 

payment of transactions on smart devices in 

conjunction with a Secure Card Reader for 

PIN (SCR-P). 

A new standard to support Contactless 

Transactions using COTS devices is 

planned for launch in 2019 again targeted at 

SME’s to support secure contact less 

payments on smart devices. 

Software Security Framework 

It was also announced that to handle the 

changes in technology and increasing number 

of multiple vendor payment processing 

solutions being introduced that the Council is 

developing a Software Security Framework 

that includes: 

• Secure Software Standard

• Secure Software Lifecycle Standard

• Validation Framework

This is intended to assist application vendors 

and merchants develop, and use, a suite of 

approved applications which will require a new 

validation process so that approved 

Laboratories will verify software products 

meets the Software Security Standard. 

Laboratories taking part will need to be 

separately approved to undertake this 

validation. 

https://www.pcisecuritystandards.org/document_library?category=saqs#results
https://www.pcisecuritystandards.org/document_library?category=saqs#results
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The outline timetable for this is: 

• Develop and approve the Standard in

2019.

• Undertake pilot rollout in early 2020.

• Full release at end 2020.

The intention is that this new Standard will run 

in parallel with the existing PA-DSS Standard 

for payment applications and associated 

product validations.  Once the new Software 

Security Framework has been established the 

plan would be to deprecate PA-DSS. 

Client Impact 

Once in place this will allow clients to consider 

using multiple approved solutions to support 

payment processing. However, even though 

the products will be approved clients will 

remain responsible for ensuring that 

implementations meet the requirements of PCI 

DSS. 

New Guidelines 

Protecting Telephone Based Payments 

During 2018 a Telephone Special Interest 

Group (SIG) was setup. 

The objective of this SIG is to produce an 

updated Information Supplement based on the 

2011 document, recent industry and PCI SSC 

contributions, and 2017 RFC feedback. 

The new Information Supplement will provide 

guidance for today’s telephone payment 

environments, whether as a merchant, service 

provider, or vendor, to better manage the risk 

of fraudulent activity in this essential payment 

service area. 

Considerations for the new Information 

Supplement will include the following: 

• Identifying typical environments/scenarios

representing telephone payment entities

ranging from small businesses to large

contact centres.

• Identifying risks and security challenges to

be considered within the identified

environments.

• Clarifying how PCI DSS requirements can

be applied to telephony technologies to

address the identified risks and

challenges.

• Identifying methods that may help reduce

risks within the identified environments.

• Identifying content from the 2011

document to be included in the new

information supplement.

The new Information Supplement is being 

finalised and we expect it to be released 

before end of Q4 2018. 

Client Impact 

Our view is that the updated 

Information Supplement will outline 

best practice on the use of new 

technologies including Dual-Tone 

Multi-Frequency signalling (DTMF) to 

reduce the risk of exposure to card 

data. 

We will distribute the Information Supplement 

when it is released and recommend that 

clients review their call handling practices in 

the light of the updated guidance. 

Latest Breach News 

Keeping up to date with the latest trends for 

where and how data breaches occur, that 

could expose your card holder and other 

personal data, is vital to ensure that you have 

appropriate technical and organisational 

measures in place to protect it. 

As a market leader, Verizon annually presents 

their Breach Investigations Report at the PCI 

community meeting. The latest 2018 Breach 

Investigations report can be found at 

https://www.verizonenterprise.com/verizon-

insights-lab/dbir/ 
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During their presentation Verizon re-iterated 

the importance of reviewing two key aspects 

when establishing the measures to protect the 

risk of exposure to your data. These are: 

• Where are the threats coming from?

• What are their motives?

Where are threats coming from?

Most people will not be surprised that threats 

largely come from external sources (Actors). 

However, roughly 30% of threats come from 

internal staff either by accident or by 

malicious intent together with some threats 

from partners and suppliers. 

What are their motives? 

Again, not surprisingly the main motives are 

financial (e.g. ransomware; theft of payment 

cards) and espionage for financial gain (e.g. 

exposure of trade secrets; corporate plans, but 

they also include fun! (e.g. denial of service 

attacks). 

Major cause of breaches 

Verizon reported that the two largest causes of 

external breach are due to Phishing email 

attacks and security vulnerabilities being 

exploited due to poor patch management. 

The threat of attack to Phishing emails can be 

reduced with the use of web filtering products 

to stop access to malicious sites. However, 

this does not provide 100% cover as malicious 

sites change daily. 

Despite huge media coverage during the 

WannaCry vulnerability about the importance 

of patching systems, it is somewhat surprising 

that this is still a major cause of data breach.  

Foregenix (a leading digital forensics 

company) presented a recent study which 

researched 218,000 web sites using Magento 

as a leading eCommerce platform. The 

research reported that 86% of these sites had 

critical vulnerabilities which could be exploited. 
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Of these, 2% of the sites had been 

compromised and were being harvested for 

their customers’ data. 

Client Impact 

The presentations from Verizon and Foregenix 

provided timely reminders that the impact from 

threats can be mitigated by implementing and 

maintaining good security disciplines. 

Clients should continue to review their 

practices to cover: 

• Whilst most organisations work on the

basis that they “trust” their staff and

suppliers, they should ensure that they

implement appropriate “segregation of

duties” and undertake ongoing “third party

assurance” reviews to ensure that any

risks are appropriately managed.

• Training staff regularly to remind them to

be vigilant to Phishing attacks, and not to

click on embedded links or attachments is

an essential tool to reduce this risk.  This

can be enhanced by using solutions to

issue “dummy” attacks to determine if staff

respond to them. This verifies the

adequacy of training and provides an

additional training opportunity.

• Regular patching of operating systems,

applications, and core infrastructure

(network and databases) is essential to

reduce risk of attack and potential loss of

data. Good practice is to install critical

patches immediately and all others within

a month.
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