
On the 5th July 2018, the Bank of England (BoE), Prudential Regulation Authority 
(PRA) and Financial Conduct Authority (FCA) in the UK published a discussion  
paper on an approach to improve the operational resilience of firms and financial  
market infrastructures (FMIs). The BoE, PRA and FCA are encouraging financial 
services related organisations to improve their response capabilities in relation to 
a cyber-attack and other disruptive operational incidents, especially as financial 
services organisations are becoming increasingly dependent on technology and 
data. 

https://www.fca.org.uk/news/press-releases/building-uk-financial-
sector%E2%80%99s-operational-resilience-discussion-paper

The focus of the discussion paper centres around the following:

• Planning for disruptive events as well as seeking to prevent them;
• Focusing on the wider impact of disruptive events, not just on restoring

systems and processes;
• Mapping products and services to underlying systems and processes;
• Identifying the likely impact on customers and market participants and on the

firm’s own viability; and
• Developing a more standardised and consistent approach to setting tolerance

levels for disruption to key products and services (impact tolerance).
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A Greater Need for Operational Resilience 
within Financial Service Institutions

How Xcina Consulting can help

1. Business Continuity: Implementing, or improving, your organisation’s Business Continuity Management
framework and running Crisis Management exercises;

2. Project and Change Management: Supporting project and change initiatives, including updating of legacy
technology to new technology and moving from internal hosted environments to cloud based environments;

3. Information Security: Implementing, or improving, your organisation’s Information Security Management
System (ISMS) or helping it to achieve ISO27001 certification;

4. Cyber Strategy: Creating a cyber security / risk strategy to define how your organisation identifies its cyber
exposure and how it responds to incidents as well as how it measures its cyber risk exposure on an ongoing
basis;

5. Third Party Management: Implementing, or improving, your organisation’s Third Party Management
framework as well as performing third party assurance site visits;

6. Risk Management: Identifying cyber related risks and incorporating within your organisation’s risk
management framework as well as creating corresponding Key Risk Indicators (KRIs) to manage those risks;

7. Data Protection: Ensuring readiness with General Data Protection Regulation (GDPR) and UK DPA 2018,
especially data security and third party oversight requirements;

8. Internal Audit: Supporting your organisation’s Internal Audit function to perform resilience type audits; and
9. Security Reviews and Scanning: Performing IT network and perimeter security reviews as well as pen testing

and vulnerability scanning.


